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Forward thinking 

Integrity 

Respect 

Service Excellence 

Teamwork

VALUES

To develop and promote 

Singapore as a premier global 

hub port and an international 

maritime centre, and to advance 

and safeguard Singapore’s 

strategic maritime interests

MISSION

A leading maritime agency 

driving Singapore’s global 

maritime aspirations

VISION
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1
About 
MPA

The Maritime and Port 

Authority of Singapore 

(MPA) was established on 

2 February 1996, with 

the mission to develop 

Singapore as a premier 

global hub port and 

international maritime 

centre (IMC).



3 Key Mission Objectives

• IMC Promoter 
• IMC Developer

• National Maritime Representative at 
IMO and other regional/international 
fora

• Port Authority
• Port Regulator
• Port Planner

Premier global hub port
International Maritime 

Centre

Advance & safeguard 

Singapore’s maritime 

interests



SINGAPORE’S 2022

MARITIME
PERFORMANCE

*For biofuel blends where biofuel makes 
up 50% of the marine fuel
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Shore-based Port Operations & 

Marine Services Systems 

(Informational, Transactional)

2

Shore-based Terminal 

Planning & Operations 

Systems (e.g. Quay/Yard 

cranes) 

3

Shore-based Ships 

Surveillance Sensors

(e.g. Radar, AIS)

4

Ship-board Systems 
and Ship to Shore 

Interface

5

Global Positioning 

System (GPS)

Enterprise IT Systems1

Types of Systems in Maritime Ecosystem
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STRENGTHEN MARITIME SAFETY, SECURITY AND RESILIENCY…

Digitalisation increases potential vulnerabilities and attack surfaces

Cybersecurity

Maritime 

cyber 

incidents in 
last 10 years 
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SINGAPORE’S NATIONAL CYBERSECURITY STRATEGY
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SINGAPORE’S NATIONAL CYBERSECURITY EFFORTS
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CYBERSECURITY GUDELINES AND NOTATION
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Deepening cybersecurity capabilities towards a safe and secure port

Maritime Cybersecurity Assurance and Operations 
Centre (MCAOC) 

• Improve cyber-physical situation awareness through 
integration of physical events from Operational 
Technology (OT) sensor input. 

• Enhance the capability to detect and correlate cyber 
and physical events.  

• Strengthen the resiliency of Singapore’s port 
operations with the industry constituents.

Information

Technology

Security

Operational

Technology

Security

MCAOC

Building a capable Maritime Cybersecurity Assurance and Operations Centre with synergistic cyber 

threat hunting & analysis capabilities and IT & OT security functions for maritime industry constituents

Comprehensive approach by converging  
Information Technology and Operational 

Technology Security 

Cyber Threat 
Hunting & Analysis
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… AND STRONG PARTNERSHIPS.

Port Authorities CIO Cybersecurity Network 
(PACC-Net)

• Led by MPA, PACC-Net is a 
global network that brings 
together a community of 
like-minded port authorities
to share actionable 
information and respond to 
potential cybersecurity 
threats

IAPH Data Collaboration 
Technical Committee 

Cybersecurity Working Group

• MPA contributed in the development 
of the technical guidelines for risk and 
vulnerability assessment

ChainPORT Cybersecurity Resilient Group 

• MPA is also the co-chair for ChainPORT Cybersecurity Resilient 
Working Group involving North America and European ports 
(Port of LA, Hamburg Port Authority, Port of Rotterdam, etc.) 
to share cyber threat intelligence, best practices and 
collaborate on potential projects

Maritime Cybersecurity Roundtable

• MPA, SSA and 7 industry partners signed an MOU to 
strengthen cybersecurity capabilities

Cybersecurity



Thank YouThank you!

Justin Zhou
Senior Consultant (Cyber Capability Dev)
Maritime and Port Authority of Singapore

Justin_zhou@mpa.gov.sg

mailto:Justin_zhou@mpa.gov.sg
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