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Cyber Security Regulation for Shipping
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Why did marine cybersecurity need regulation?
Typical situation onboard vessels:

Trend towards digitalisation:

Legacy Equipment

More integration

Little or no patching

Greater dependence on automation

Crew have full admin rights

More crew personal devices

OEMs have little engagement

Remote maintenance

Heavy use of removable media

Faster satellite links

Defence relies on limited connectivity

Greater exposure and risk
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Set against increasing threat landscape
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The regulation: IMO 2021
MSC.428(98):
AFFIRMS that an approved safety management system should take into account cyber risk management in
accordance with the objectives and functional requirements of the ISM Code;
ENCOURAGES Administrations to ensure that cyber risks are appropriately addressed in safety management
systems no later than the first annual verification of the company's Document of Compliance after 1 January
2021;
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Safety Management System (SMS)

Risk management
procedures
Existing procedures likely
need extending to cover
cyber risk

Safety
Management
System

Manning
manual
Affirm Master’s responsibility
for safe operation of ship
including cybersecurity

Cyber risk
management
procedures
Specific procedures for assessing and
managing cyber risk

Vessel documentation set:
• IT/OT inventory
• Risk assessment
• Mitigations required

OT Cybersecurity
Policy
Details of controls used to
manage cybersecurity risk to
safety of OT systems

IT Cybersecurity
Policy
Training manual
Training updated to cover the process by which
risk is managed, the operation of cybersecurity
controls and emergency response procedures

Emergency
response
manual

Incident response
playbooks

Guidance on how to identify and
contain potential cybersecurity
incidents

Specific instructions for handling
different kinds of cyber incident with
potential safety implications
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Scope of the ISM / SMS
Communication services

Corporate network

VSAT

Crew network

Business / admin network

Vessel IoT

3rd party networks

Vessel OT

Engine

Navigation

Power

Power

Propulsion

Cargo

Scrubber

Access control

Data
exchanges

Visiting
Engineer

AIS

GNSS
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Typical OT systems onboard

List of OT systems listed in BIMCO guidelines
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Interpretation for guidance and audit
Regulation

Guidance

Audit

International Maritime Organisation
MSC.428(98)

Port State Control
USCG CVC-WI-027 – Nov 2020
Other MOUs – TBC

MSC-FAL.1/Circ.3
BIMCO
Guidelines on Cyber Security
Onboard Ships (v4)

Global Standards
NIST

Document of Compliance
Industry Associations

DCSA – Mar 2020

OCIMF VIQ7 – Feb 2019

Class societies
Specification of cyber security
class notations

Inspection and award of class
notations
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BIMCO Guidelines on Cyber Security onboard ships
Contents
Chapter 1 – Overview of cyber security risk management
Chapters 2-5 – Assessment of cyber security risks
Chapters 7-8 – Development of security controls
Chapters 9-10 – Guidance on response and recovery

Excerpts from BIMCO guidelines v4

https://www.bimco.org/about-us-and-our-members/publications/the-guidelines-on-cyber-security-onboard-ships
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BIMCO Guidelines key highlights

Clear mapping between ISM Code and guidelines
Mandate for senior management involvement
Relationships between owners, managers, agents and suppliers
Examples of known incidents and risks
Tailoring of best practice to maritime domain
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Port state control - key points from USCG CVC-WI-027
The inspector shall identify when basic cyber hygiene procedures are not in place onboard.
•

Poor cyber hygiene
•

Username / Password openly displayed

•

Computer system appears to require a generic login or no login for access

•

Computer system does not appear to automatically log out after extended period of user inactivity

•

Heavy reliance on flash drive/USB media use

•

Shipboard computers readily appear to have been compromised by ransomware/excessive popups

•

Officers/crew complain about unusual network issues and reliability impacting shipboard systems

•

Unit/vessel screener received potential ‘spoofed’ email from master/crew onboard.

The inspector should evaluate whether or not a cybersecurity event was a factor in the failure of a system
required for the safe navigation or operation of the vessel
•

Decide if there it justification for more detailed inspection (exam)
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Regulation summary

Vessels have increasing exposure to cybersecurity risks
IMO Regulation introduced in January 2021
Has broad implication for management of onboard systems
BIMCO Guidelines help to interpret the regulation
Initial audit requirements focused on basic hygiene factors
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Cyber Security One Year Later
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Key security domains (BIMCO Guidelines – Annex 2)
BIMCO Guidelines Annex 2
Identify

Protect

Detect

Respond

Recover

Management commitment
(BIMCO 1.1. ISM Code 3.2)

Inventory & Controls
(BIMCO 2,3,4,5. ISM Code
1.2.2.2)

Responsibility and
authority
(BIMCO 1.1. ISM Code 3.3)

Training
(BIMCO 7.3. ISM Code 6.5)

Safety and environment

Emergency plans

(BIMCO 1.5 & 9. ISM Code 7)

(BIMCO 9. ISM Code 8.1)

Corrective and
preventative actions

OT reliability

Monitoring and alerting
(BIMCO 1.5. ISM Code 9.1)

Resourcing for response
(BIMCO 10.1. ISM Code 3.3)

(BIMCO 10. ISM Code 9.2)

(BIMCO 7.2. ISM Code 10.3)

Backups and continuity
(BIMCO 10.3. ISM Code 10.4)
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CyberOwl’s perspective
We collect and analyse diverse sources of data from vessels:

Network Data

Endpoint Data

Visibility

Risk Analytics And
Positions
Prioritisations

Security

Compliance
Other Data

And deliver data driven…
• Collection of inventory
• Risk assessment
• Validation of security controls
• Security monitoring
• Response recommendations
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Inventory & Controls

Monitoring & Alerting

Inventory discovery

Incident detection

•

Operators have increasingly good visibility of connected devices

•

Majority of incidents are minor compliance issues

•

Other types of inventory are more difficult to manage

•

Most malware incidents involve USB devices

Risk assessment
•

Most operators have completed initial risk assessments

•

But the results should be taken with caution

Potentially Unwanted Program
Misconfigured Asset
Unrecognised Asset

Application software security
•

Network Anomaly

VSAT connectivity is allowing more frequent software updates

Other incident
Potentially Malicious File
Credential Policy
Anomalous Behaviour

Secure configurations

0%

•

Hardening is difficult because crew still need flexibility

•

Few easy options for improvement but monitoring can help
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10%

20%

30%

40%

Proportions of incidents raised by CyberOwl

50%

60%

Driving forces for further progress

Availability of security tools tailored to marine requirements
Industry benchmarking initiatives
Class notations and type approvals
Insurance and supply chain pressure
Inspections and audit
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Progress summary

Good progress on inventory and patching
Risk assessments have focussed minds but will need refreshing
Some difficult challenges remain especially with OT and crew autonomy
There are several driving forces that will deliver further improvement
Inspections will get tougher
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Cyber security and piracy
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Cyber security and piracy – threat convergence?

Actors
Motivations
Methods
Convergence
Leading indicators & initiatives
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Cyber security and piracy – actors
Piracy threat actors

Cyber threat actors

Characterised by area

Characterised by motivation

Constrained geographically

Global

Physical

Technical

Prepared to use violence

Seek to minimise risk
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Cyber security and piracy – motivations
Piracy threat motivations

Cyber threat motivations

Theft of equipment
Pirates

Financial
gain

Robbery is the most frequently
reported incident in reports

Theft of Cargo
Partial theft of cargo (eg gas oil or
container content) is reported.
Whole vessel hijacking is rare.

Ransom payment
Majority of serious incidents in
IMB reporting relate to
kidnapping of crew

Summary assessment of motivations in reporting by ReCAAP, IMB etc
List of cyber security threat actors included in BIMCO guidelines
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Cyber security and piracy – methods
Cyber “kill-chain”
Reconnaissance

Initial access

Defence
evasion

Lateral
movement

Impact

Boarding

Defence
evasion

Access

Impact

Piracy “kill-chain”
Reconnaissance
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Cyber security and piracy – methods
Similarities in methods between cyber threats and piracy threats:

Use of extortion
Persistent
Adaptable and imaginative
Asymmetric
Supporting ecosystem
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Cyber security and piracy – convergence
Piracy “kill-chain”
Reconnaissance

Defence
evasion

Boarding

Access

Impact

Prevent countermeasures

Frustrate rescue

Potential cyber attack synergies
Identify high value target
•

Use of AIS data

Locate target
•

•
•

•
•

Cause target to slow

Identify accessible target
Identify target containers

Use of AIS data

Approach undetected

•
•

Cyber attack on port systems
Cyber attack on cargo systems

Send AIS man overboard alert
Cyber attack on propulsion

Cause target to near shore
•
•

Spoof AIS to confuse crew
Cyber attack on radar systems

•
•

Cyber attack on CCTV systems
Cyber attack on alarm systems

•
•

Access restricted areas

Board undetected
•
•

Cyber attack on alarm systems
Cyber attack on access control

•

Cyber attack on access control

Damage comms systems
Cyber attack on comms
systems

Alternate monetisation
•
•

Install ransomware
Steal cargo data

GPS spoofing
Cyber attack on navigation
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Cyber security and piracy
How soon might we see converged attacks?
No evidence that pirates will quickly obtain advanced skills
•

There is limited off-the-shelf capability to target vessels

•

Even relatively simple techniques like AIS spoofing will require
planning and coordination to be effective

•

But there are many cyber criminals who operate on a ‘hack for
hire’ basis and could be paid by pirates for their support if it was
economically viable

Cyber threat actors could pay pirates for physical access
•

A pirate could be paid to connect a USB drive while onboard a
vessel in order to circumvent network controls

•

Could become an overlap between piracy and state-sponsored
cyber attacks
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Cyber security and piracy – leading indicators and initiatives
Threat intelligence sharing for

Developing “business models” of piracy gangs
Evidence of use of AIS or other data
Availability of accessible malware targeting ships systems
Signs of network or system access during an attack
Cyber attacks with geographic focus
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Cyber security and piracy summary

There are similarities between cyber attacks and piracy
But also important differences
Cyber attacks could enable more successful piracy
But the economics and skills required mean this may not happen
The industry must watch for any developments
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Conclusions
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Cyber security in marine has a long way to go

Regulation has started to result in real progress

Important to mitigate potential threat of
cyber and piracy convergence
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